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Thank you for choosing StorageCraft. This Cloud Product Agreement (the “Agreement”) is a binding legal contract between StorageCraft 
Technology Corporation (“StorageCraft”) and the person or entity enrolling in the Services and/or using a Cloud Product (“Cloud User” or 
“User”). By clicking the “I Agree” or similar button, or by using the Services or a Cloud Product, the Cloud User agrees to the terms of this 
Agreement. By clicking the “I Agree” or similar button, or by accessing or using the Services or a Cloud Product, a natural person doing so 
on behalf of the User represents and warrants that he or she has the legal authority to enter into this Agreement on behalf of the User. In 
this Agreement, the User and StorageCraft are sometimes individually referred to as a “Party” and jointly referred to as the “Parties.”  
PLEASE READ THIS AGREEMENT CAREFULLY AND PRINT A COPY FOR YOUR RECORDS. 

1. Definitions.  The following definitions apply in interpreting, construing, performing, and enforcing this Agreement:  

A. “Account” means a unique Portal account assigned to a User for purposes of management and billing associated with 
one or more Cloud Products.     

B. “Account Data” means administrative data associated with an Account, including identifying information about the 
User, its use of the Services, applicable Service Level(s), Personal Data provided by the User and any sub-accounts associated with the 
Account. Account Data does not include Backup Data.      

C. “Agreement” means this Cloud Product Agreement, together with all attached schedules, the Pricing Calculator(s), and 
the then-current version of the StorageCraft Privacy Policy, all of which are incorporated into this Agreement by reference and which 
StorageCraft may modify or amend from time to time in accordance with this Agreement.      

D. “Backup Data” means computer or electronic files, materials, data, text, audio, video, images or other content data that 
a User backs up, replicates, transfers, monitors, manages, views, and/or stores through use of a Cloud Product or the Services.  

E. “Cloud Product(s)” or “Product(s)” refers to StorageCraft Cloud Services, StorageCraft File Based Backup, StorageCraft 
Cloud to Cloud, and other off-premises backup solutions offered by StorageCraft. The Cloud Products include software associated with, and 
necessary to the delivery of the Services, together with Documentation. StorageCraft Software, however, is separately licensed and sold. 
Terms and conditions applicable to each Cloud Product are included in Schedules B, C, and D to this Agreement. 

F. “Cloud Services” means StorageCraft Cloud Services, which is a StorageCraft Cloud Product and Service that includes: (i) 
the replication of an encrypted ShadowProtect Backup Image from a Machine to a Datacenter over a secure Internet connection through 
use of StorageCraft’s ImageManager Software, (ii) Physical Restore by BMR Drive, and (iii) any additional features available at the Service 
Level associated with that Machine. Terms and conditions applicable to the Cloud Services Product are included in Schedule C to this 
Agreement. 

G. “Cloud Storage” means the amount of space a User’s Backup Data occupies on one or more hard drives in a Datacenter. 

H. “Cloud to Cloud” means the StorageCraft Cloud to Cloud Product and Service, which permit a User to backup, restore, 
and/or export Backup Data from third-party SaaS applications to a Datacenter. Terms and conditions applicable to the Cloud to Cloud 
Product are included in Schedule B to this Agreement. 

I. “Customer” means a Person who owns or controls Backup Data, which Backup Data is backed up, replicated, 
transferred, monitored, managed, viewed and/or stored by a User using the Services or a Cloud Product.   

J. “Datacenter” means a facility that is engaged in the business of providing rack and floor space and "ping, power and 
pipe" for purposes of data hosting, administration, data colocation, and other customary and related services where, incident to delivery of 
a Cloud Product, StorageCraft stores Backup Data.  

K. “Documentation” means the user guides, specifications and readmes that are provided by StorageCraft relating to a 
Cloud Product or the Services.  

L. “Effective Date” means the earlier of the date on which User first uses a Cloud Product or the Services or the date User 
accepts this Agreement.   

M. “EULA” means an agreement that an end user of StorageCraft Software enters into with StorageCraft Technology 
Corporation that must be accepted as a condition of using the Software. The EULA is available at 
http://www.storagecraft.com/about/legal/license-agreements.    

N. “File Based Backup” means the StorageCraft File-Based Backup Product and Service, which permits a User to back up, 
replicate, transfer, monitor, manage, view, and/or store Backup Data from a Source Location consisting of a Microsoft® Windows® server or 
desktop operating system. Terms and conditions applicable to the File-Based Backup Product are included in Schedule D to this Agreement. 

O. “Intellectual Property Rights” means all of StorageCraft’s ownership rights associated with intellectual property, the 
Cloud Products, the Services, and the Software, including but not limited to patents, copyrights, trademarks, service marks, trade secrets, 
know-how, and any and all rights to exclude existing from time to time in a specified jurisdiction under patent law, copyright law, moral 
rights law, trade-secret law, trademark law, unfair competition law, or other similar law. 
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P.  “Machine” means a Source Location consisting of a computer hardware device with an installed operating system, or a 
software emulation of a computer hardware device with installed operating system (i.e., a virtual machine), which Machine creates or 
manages Backup Data. 

Q. “Maintenance” means a time-limited right to the following associated with a specific Cloud Product while User is 
enrolled in the Services: (i) all Updates and Upgrades to the Cloud Product that StorageCraft releases in a country or geographical region, 
and (ii) StorageCraft Standard Support for a country or geographical region.   

R. “Minimum Customer Terms” means, for a User that is backing up, replicating, monitoring and/or managing Cloud Data 
owned or controlled by a Customer or other third party, the minimum terms such User must include in a written agreement between User 
and the Customer or third party associated with delivery of the Services or a Cloud Product. The Minimum Customer Terms are set forth in 
Schedule A to this Agreement. 

S. “Month” means a calendar month, beginning at 0:00 UTC on the first calendar day of the month. 

T. “MSP” means a person or entity providing managed onsite and/or offsite backup and disaster recovery services to a 
Customer on a recurring subscription basis. 

U. “Person” means a natural person, corporation or other business organization or company. 

V. “Portal” means the StorageCraft Portal, which is a password-protected area on a StorageCraft Internet website that 
permits User to access certain functionality and information concerning the Services, Cloud Products and User’s Account.   

W. “Pricing Calculator” means one or more StorageCraft-provided pricing calculators that is used to calculate and 
determine the Service Fees and other fees charged for use of Cloud Products.   

X. “Privacy Policy” means the StorageCraft Privacy Policy, the terms of which are incorporated by reference into this 
Agreement, and which is available on StorageCraft’s website or through User’s StorageCraft representative.  

Y. “Product Support” means Standard Support or Enhanced Support for a Support Issue associated with a Cloud Product. 
“Standard Support” includes on-line and telephone support for Emergency Level Support Issues during StorageCraft’s regular business 
hours; StorageCraft’s on-line support system; the StorageCraft-moderated user forum; and the StorageCraft knowledge base, which is a 
question and answer resource that includes frequently asked questions. There are two types of “Enhanced Support” (previously referred to 
as “Paid Support”).  The first is “After-Hours Emergency-Level Support” or “Premium Support”, which is provided after StorageCraft’s 
regular business hours for Emergency Level Support Issues. The second is “Incident Support”, which is Product Support that permits User to 
contact StorageCraft Support at any time for any Support Issue. Incident Support is Product Support for a single Support Issue not to exceed 
four (4) hours of support time per incident. Incident Support is sold singly or in packs. At StorageCraft’s sole discretion, Product Support 
may be provided by StorageCraft, a StorageCraft affiliate, or an agent of StorageCraft or its affiliate, or an authorized distributor of 
StorageCraft. For additional information concerning Product Support, visit 
http://www.storagecraft.com/documents/StorageCraft_Technical_Support_Guide.pdf.        

Z. “Service Fees” or “Fees” means the fees a User pays to use a Cloud Product or the Services, which Fees are identified in 
the Pricing Calculator(s).  

AA. “Service Levels” means the available service tiers for particular Cloud Products.  

BB. “Services” means the off-premises backup solutions delivered by StorageCraft through User’s use of the Cloud Products 
and each of them.  

CC. “Source Location” means a location from which Backup Data originates for use with a Cloud Product. 

DD. “Standard Support” means StorageCraft’s Standard Technical Support, the terms of which can be found at 
http://www.storagecraft.com/documents/StorageCraft_Technical_Support_Guide.pdf  or by contacting a StorageCraft representative. 
User agrees that, from time to time, StorageCraft may modify the scope and type of services and materials included in Standard Support. 

EE. “StorageCraft Software” or “Software” means StorageCraft software products that are licensed on a perpetual or 
subscription basis, as identified in the EULA.     

FF. “Support Data” means User, Customer and/or third-party information provided to StorageCraft or its agent by a Person 
seeking Product Support for the Services or Cloud Products. 

GG. “Update” means the process in which StorageCraft makes enhancements, patches, issue corrections, and bug fixes 
available to existing Users in a particular country or geographical region. StorageCraft makes no warranty, promise, or commitment to 
create or release any Updates. 

HH. “Upgrade” means StorageCraft’s public release in a particular country or geographical region of a version of a Cloud 
Product that replaces the prior version of such Product on StorageCraft’s price list(s) and/or Pricing Calculator in that country or 
geographical region. Separately licensed services, products, add-on modules, and features are expressly excluded from the definition of 
Upgrade. StorageCraft makes no warranty, promise, or commitment to create or release any Upgrades.  

II. “Week” means a calendar week, beginning on Monday at 0:00 UTC.  

2. Use of Cloud Products. Subject to the provisions of this Agreement, as of the Effective Date and during the Term, StorageCraft 
grants the Cloud User a limited, non-assignable, non-transferable, non-exclusive, suspendable, terminable, fee-bearing, subscription-based, 
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right to access the Portal and use those Cloud Products and Services for which it has enrolled. The foregoing rights are subject to 
suspension and/or termination as provided in this Agreement.  

3. Content Rights and Obligations. Any Backup Data in any form provided by User or its Customer to StorageCraft for use with the 
Services is the responsibility of User and StorageCraft does not control, verify, or endorse such Backup Data. User hereby grants 
StorageCraft and its corporate affiliates and trusted subcontractors or agents the rights to transmit and use such Backup Data: (a) solely to 
the extent necessary to provide the Services and/or deliver the Cloud Products; (b) as otherwise permitted by this Agreement; (c) to comply 
with requests by a governmental or regulatory body (including subpoenas or court orders); and/or (d) as otherwise required by law.  

4. Customer Agreements and Customer Data.  If User is an MSP or other business using a Cloud Product or the Services to view, 
access, manage, replicate, transfer, back up, or store Backup Data, Account Data, Support Data or other data owned or controlled by 
Customers or other third parties, the User represents and warrants that it has entered into a written agreement with such Customer or 
third party which: (a) authorizes User to view, access, manage, replicate, transfer, back up, or store the Customer’s or other third party’s 
Backup Data, Account Data, Support Data and other data through use of the Cloud Products as contemplated by this Agreement; (b) is 
consistent with the requirements of this Agreement and all legal protections provided to StorageCraft herein; and (c) includes terms 
substantially identical to (and no less restrictive than) the Minimum Customer Terms identified in Schedule A. 

5. Account.  User must register with StorageCraft and create an Account in order to use a Cloud Product and the Services. User 
agrees to keep its Account information accurate, complete, secure, and current as long as it continues to use a Cloud Product or the 
Services. As part of the Services, StorageCraft permits User to access the Portal. User may use the Cloud Products only in conjunction with 
Backup Data created in the country or geographical region associated with the User Account. 

6. Service Fees, Pricing, Billing & Payment. 

A. Fees and Charges.  At the beginning of each Month, StorageCraft (or its designee) will provide an Account statement to 
User that identifies for the immediately preceding Month its usage of Cloud Products, Service Fees associated with use of the Cloud 
Products, and any other fees or charges incurred under this Agreement. User agrees to pay the Service Fees and other fees and charges 
included on the statement and that payment of these fees is a condition of its use of the Cloud Products and Services, its access to the 
Backup Data, and StorageCraft’s retention of the Backup Data. The Service Fees include Maintenance. The statement will be provided by 
email to the email address User provides for invoicing purposes. 

B. Payments.  User agrees to pay Service Fees and other amounts due and owing under the Agreement by the method of 
payment it selected (the "Payment Method"). Available Payment Methods may be selected by User through the Portal, in establishing its 
Account, or by other means made available by StorageCraft (or its designee). For payment by credit card or debit card (“Card Payment”), 
absent a written exception from StorageCraft, User will select one calendar day from a range of provided calendar dates, which will be the 
day on which StorageCraft (or its designee) bills User’s Payment Method each month (the "Monthly Payment Date"). User agrees that 
StorageCraft is authorized to charge or debit its selected Payment Method on the Monthly Payment Date, and as otherwise stated in this 
Agreement. StorageCraft may require User to furnish an alternate Payment Method (the "Alternate Payment Method") for paying Service 
Fees and other amounts owed under this Agreement in the event that the Payment Method fails for any reason. User agrees that 
StorageCraft is authorized to charge or debit the Alternate Payment Method immediately in the event that the Payment Method fails. User 
also acknowledges that for certain Cloud Products, the amount billed may vary from month to month for reasons that may include a 
change in the amount of space the Backup Data occupies in the Datacenter, quantity of Cloud Products in use, a change in Service Level, 
the availability of promotional offers, or the accrual of declined payment fees and/or interest. User authorizes StorageCraft to charge or 
debit its Payment Method and/or Alternate Payment Method for such varying amounts. For certain Payment Methods, the issuer of User’s 
Payment Method may charge User a foreign transaction fee or related charges, which are solely User’s responsibility. 

C. Payment Terms.  For Card Payment, StorageCraft (or its designee) may periodically authorize User’s card in anticipation 
of certain charges. Service Fees and other fees incurred in the immediately preceding calendar month are owed on the Monthly Payment 
Date and fully earned upon payment to StorageCraft (or its designee). At any time, and for any reason, StorageCraft may issue a refund, 
discount, or other consideration ("Account Credits"). The amount and form of any such Account Credits, and the decision to grant them, 
are at StorageCraft's sole and complete discretion. The provision of Account Credits in one instance does not entitle User to Account 
Credits in the future for similar instances, nor does it obligate StorageCraft to provide Account Credits in the future. StorageCraft may, from 
time to time, change the fees and charges in effect, or add new fees and charges, but will endeavor to give User prior notice of these 
changes. If User desires to use a different Payment Method (in the event one is available) or if there is a change in Payment Method, such 
as credit card invalidity or expiration, User agrees to edit its Payment Method information as soon as possible. If User’s Payment Method 
terminates or expires and User does not edit its Payment Method information, User authorizes StorageCraft (or its designee) to continue 
billing that Payment Method and User remains responsible for any uncollected amounts. The failure to maintain an accurate and current 
Payment Method is a material default under this Agreement. If StorageCraft (or its designee) attempts to charge or debit User’s Payment 
Method and the charge or debit fails or is declined, User authorizes StorageCraft (or its designee) to immediately charge or debit any 
Alternate Payment Method and/or to reattempt to charge or debit the Payment Method or Alternate Payment Method for all amounts due 
and owing. If, after two attempts, StorageCraft (or its designee) is unable to collect owed amounts, in addition to any additional charges, 
User shall pay StorageCraft a declined payment fee equal to the lesser of one and one-half percent (1.5%) of the outstanding balance or the 
maximum amount permitted by law for each unsuccessful attempt to charge or debit User’s Payment Method. StorageCraft (or its 
designee) is neither responsible nor liable for charges or penalties assessed against User by User’s bank or lender.  Any amounts not paid by 
their due date are considered “Past Due,” and such non-payment is a default of this Agreement. Past Due amounts shall bear interest at 
the lesser of 1.5% compounded monthly or the maximum rate permitted by law, until paid in full, regardless of termination of this 
Agreement or the Services. In the event User’s Account is Past Due, User acknowledges and agrees that StorageCraft may report and 
disclose information about User’s Account to collection agencies or credit bureaus, so late payments, missed payments, or other defaults 
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on User’s Account under this Agreement may be reflected in User’s credit score or report. User understands and agrees that if it does not 
pay Service Fees and other fees due and owing under this Agreement, StorageCraft may suspend or terminate User’s use of or access to the 
Services or a Cloud Product and destroy the associated Backup Data.   

D. Disputes.  In the event User disputes the accuracy of a StorageCraft invoice, User must notify StorageCraft (or its 
designee) in writing as soon as practicable of the dispute, but in no event later than sixty (60) days after the invoice date. If User fails to so 
notify StorageCraft (or its designee), any dispute or objection concerning such invoice is forever waived and released. Given the availability 
of account and billing information in the Portal, User’s non-receipt of an invoice does not alter its obligation to pay Service Fees and other 
fees and charges when due. 

E. Price Adjustments.  StorageCraft, in its sole discretion, may change or amend the Pricing Calculator(s), Service Fees and 
other fees applicable to the Services and Cloud Products.  

F. Account Responsibilities. Absent fault attributed solely to StorageCraft arising from gross negligence, reckless 
disregard, or intentional misconduct, User is responsible for: (a) ensuring that only those Persons to whom it has granted legal 
authorization have access to its credentials for use of the Portal; (b) all changes made to the Backup Data, Support Data, Account Data and 
its Account through use of its Account credentials; (c) all Account activity and business transacted through the Portal through use of its 
credentials; (d) maintaining the security of its passwords and Account credentials; and (e) payment to StorageCraft (or its agent) of all 
Service Fees and other fees or charges due and owing for Cloud Products ordered or managed through use of its Account credentials, 
regardless of whether it has received payment from Customer(s). User will not misrepresent its identity or authority or impersonate any 
third party or attempt to gain access to any Account without authorization. User understands that StorageCraft has no obligation to save, 
maintain or monitor User’s passwords and credentials and if User loses them, it will lose access to the Backup Data. User shall not permit a 
Customer or other third party to use Account passwords or credentials that StorageCraft has provided to User unless StorageCraft has 
agreed to such use in writing, User has disclosed to such third party all categories of information and data that may be disclosed to 
StorageCraft as a result of such use, and User has obtained in writing all necessary consents, waivers, and releases permitting such 
information and data to be disclosed to StorageCraft in accordance with applicable law. While StorageCraft has implemented security 
measures to prevent unauthorized access to Accounts, User agrees that if a person possesses its Account credentials through no fault of 
StorageCraft, StorageCraft may assume that such person has been authorized by User to use those credentials. If User becomes aware of 
unauthorized access to its Account, passwords, or Account credentials, or any security breach related to its Account or the Cloud Products, 
User will notify StorageCraft immediately at security@storagecraft.com. If StorageCraft determines that a security breach has occurred or is 

likely to occur, it may suspend User’s Account and require it to change its passwords and other credentials. StorageCraft shall not be liable 
for any loss suffered or incurred by User in relation to the suspension of its Account or access to the Services or Cloud Products under this 
Section.  

7. System Maintenance.  Maintenance is regularly conducted on the systems used to manage and deliver the Cloud Products. 
During these system maintenance periods, the Cloud Products, the Portal, and/or User’s Account may be unavailable or inaccessible. 
StorageCraft will endeavor to provide User with prior and/or contemporaneous notice of such system maintenance, but User acknowledges 
that such prior or contemporaneous notice may not be provided, depending on the nature of necessary system maintenance at a particular 
time. StorageCraft shall not be liable for any loss suffered or incurred by User in relation systems maintenance or the inability to access the 
Services or Cloud Products during systems maintenance.  

8. Performance by Affiliates or Subcontractors. User agrees, acknowledges, and understands that performance of the Services may 
be accomplished by corporate affiliates of StorageCraft and that StorageCraft may, from time to time, subcontract any or all of the Services 
to trusted third-party providers. For purposes of this Agreement, performance of the Services by such affiliate or third-party provider shall 
be deemed performance by StorageCraft itself. 

9. Product Support.  User is entitled to StorageCraft’s Standard Support while its Account is in good standing. User agrees to provide 
all information reasonably requested by StorageCraft that StorageCraft deems necessary for Product Support. 

10. Documentation.  User agrees to comply with the requirements of current Documentation in using the Cloud Products and 
Services. 

11. Personal Information and Privacy.  In this Section, the following terms shall have the following meanings: (a) “Applicable Data 
Privacy Laws” means all applicable national, federal, state or other data protection or privacy laws; (b) “Controller” means the person or 
entity that determines the purposes and means of the processing of Personal Data; (c) “Personal Data” means any information relating to a 
Data Subject; and (d) “Data Subject” means an identified or identifiable natural person.  Accordingly: 

A. the contact details User discloses to StorageCraft about itself, its employees, its Customers or any other Data Subjects 
("Relationship Data") in connection with this Agreement may comprise Personal Data. User acknowledges that it is a Controller of such 
Relationship Data. As such, User must comply with all Applicable Data Privacy Laws when processing Relationship Data, and must have 
obtained all necessary consents to disclose Relationship Data to StorageCraft for the purposes envisaged by this Agreement; 

B. to the extent that StorageCraft processes any Relationship Data, it will do so as an independent Controller of that 
Relationship Data. StorageCraft will process such Relationship Data in compliance with all Applicable Data Privacy Laws and for the 
purposes disclosed in StorageCraft's then-current Privacy Policy available at https://www.storagecraft.com/legal/privacy-policy;  

C. StorageCraft will at all times provide appropriate technical and organizational security measures to protect any 
Relationship Data it processes from and against (i) accidental or unlawful destruction; (ii) accidental loss, alteration, unauthorized 
disclosure or access, in particular where the processing involves the transmission of data over a network, and (iii) all other unlawful forms 
of processing; and 
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D. if any of the Relationship Data relates to individuals who reside in the European Economic Area and StorageCraft 
processes this Relationship Data in a territory that is outside of the European Economic Area, it will continue to provide adequate 
protection for the Relationship Data in keeping with the requirements of Articles 25 and 26 of EU Directive 95/46/EC (as superseded or 
replaced). 

12. No Other Rights Granted, Limitation of Rights.  Apart from the rights granted in Section 2 of this Agreement, User is not granted 
any right to: (a) any ownership right, title, interest, security interest, or other interest in the Cloud Products, Services, code associated with 
the Cloud Products or Services, or Documentation; (b) Intellectual Property Rights relating to the Cloud Products, Services, or 
Documentation; (c) reverse engineer, disassemble, modify, decompile, recompile or create derivative works of the Cloud Products or 
Services, either directly or indirectly; (d) change or modify any mechanism that may be included with the Cloud Products or Services, 
including any disabling mechanism; (e) rent, timeshare, loan, lease, assign, sublicense, or otherwise transfer the Cloud Products or Services, 
or permit any third party to access the functionality of the Products except as otherwise permitted by this Agreement; (f) use or manipulate 
the Cloud Products or Services or any component thereof in a manner not expressly permitted by StorageCraft; or (g) remove or alter any 
proprietary notices associated with the Cloud Products, Services or Documentation, including notices of patent, trademark, and copyright 
protection. Notwithstanding anything to the contrary in this Agreement, StorageCraft and/or its third-party licensors own and retain all 
right, title, and interest in the Intellectual Property Rights and the Cloud Products, including without limitation, all copyright, patent, trade 
secret, trademark, trade dress, logos, and other proprietary or intellectual property rights associated with StorageCraft, the Cloud Products, 
the Services, the Documentation, and the Software, including all associated goodwill. StorageCraft retains unconditional and unrestricted 
rights to market, sell, and distribute the Cloud Products and Services to all current and potential customers and users. StorageCraft retains 
exclusive ownership of its trademarks and logos as they are depicted in any respect, and including without limitation their use with the 
Cloud Products, Services and Documentation. This Agreement provides User with specified rights, and all rights not expressly granted 
herein are reserved by StorageCraft and/or its third-party licensors. User agrees to take all reasonable precautions to protect StorageCraft’s 
Intellectual Property Rights and other proprietary rights associated with the Cloud Products and Services. User agrees to inform parties 
with access to the Cloud Products and Services that they are licensed through StorageCraft and may only be used in accordance with the 
terms of this Agreement. User also agrees that it cannot give or make any warranties or representations on behalf of StorageCraft, 
including without limitation warranties concerning quality, security, up-time, noninfringement, merchantable quality, fitness for a 
particular use or purpose, or any features of the Cloud Products or Services. User also agrees that it cannot incur, and will not purport to 
incur, any liabilities, obligations, or commitments on behalf of StorageCraft.   

13. Compliance with Law, Business Conduct.   User covenants and agrees that it will not, without StorageCraft’s prior written 
permission, use the Cloud Products to store or manage Backup Data created in a country or geographical region other than the country or 
geographical region associated with User’s Account. In using the Services, User covenants and agrees to comply with all applicable 
international, national, state, regional and local laws and regulations, including without limitation laws and regulations governing copyright, 
other intellectual property rights, and data privacy. User agrees that it is solely responsible for its use of the Cloud Products, including the 
content of the Backup Data, and it will not use the Cloud Products to infringe any person’s intellectual property rights, commit any criminal 
act or act in furtherance of a criminal act, or transmit or store any material that is illegal or that contains viruses, malware, or other harmful 
or malicious computer code. User also agrees to conduct its business in connection with the Cloud Products in a manner that reflects 
favorably at all times on the good name, goodwill, and reputation of StorageCraft.  

14. Error Reporting, Unauthorized Access.  If User becomes aware of errors or interoperability issues with the Cloud Products or 
Services, it agrees to promptly report them to StorageCraft at support@storagecraft.com. If User believes that there has been unauthorized 
access to its Account or the Backup Data, Account Data, Support Data or Relationship Data, User will notify StorageCraft immediately at 
security@storagecraft.com. 

15. Change or Discontinuance of Cloud Products or Services.   StorageCraft may, in its sole discretion, change, modify, or discontinue 
a Cloud Product or Service at any time, either in whole or in part. StorageCraft may release different versions of a Cloud Product or Service 
and User understands and agrees that User will use or migrate to the most recent version of the Cloud Product or Service. In the event of a 
change, new version, discontinuance, or end-of-life of a Cloud Product or Service, StorageCraft will provide User with reasonable prior 
written notice. In that event, User’s rights will be limited to those specified in this Agreement.  

16. Term, Default, Suspension, and Termination.    

A. Term and Termination.  The term of this Agreement (the "Term") commences on the Effective Date and continues until 
terminated by either Party. Either Party may terminate this Agreement at any time, for any reason, or for no reason (a “Termination for 
Convenience”), by providing the other Party with written notice. A Termination for Convenience by User is effective upon StorageCraft's 
receipt of notice of such termination. A Termination for Convenience by StorageCraft is effective thirty (30) days following User’s receipt of 
written notice of the termination. Upon an Event of Default, a Party may terminate this Agreement for cause (“Termination for Cause”) by 
delivering a notice to the other Party of such termination, in which event the Agreement shall terminate upon receipt of the termination 
notice. In the event of a termination, a Party may seek to recover damages as permitted by this Agreement, and/or obtain injunctive, 
provisional, and/or equitable relief as permitted by this Agreement or applicable law.   

B. Default.  Any one of the following is an event of default under this Agreement (“Default” or “Event of Default”): (i) User 
fails or refuses to make payment when due or fails to purchase additional Cloud Credits when due; (ii) User fails to include the Minimum 
Customer Terms in agreements with Customers; (iii) User infringes or aids in the infringement of StorageCraft’s Intellectual Property Rights; 
(iv) User misrepresents its identity or its authority, impersonates any person, or attempts to gain access to any Account or the Cloud 
Products without authorization; (v) User ceases to do business in the ordinary course for a period of thirty (30) days or more; (vi) User files 
for bankruptcy or become subject to a petition for bankruptcy, reorganization, or receivership, or fails to pay its debts and obligations as 
they become due; (vii) User materially breaches any other provision of this Agreement; or (viii) User materially breaches or defaults under 
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any other agreement between User and StorageCraft, including without limitation failing to make a payment when due, and failing to cure 
such breach or default in accordance with any cure period that may be allowed for such breach or default. 

C. Suspension.  If there is an Event of Default, at StorageCraft’s sole discretion, StorageCraft may suspend User’s access to 
the following until StorageCraft determines that User has cured or corrected the Default: (i) Standard Support; (ii) the Cloud Products; (iii) 
the Backup Data, User’s Account or the Portal; and/or (iv) any other rights and/or privileges to which User may be entitled under this 
Agreement.     

D. Termination, Effects of Termination.  Upon the termination of the Agreement, all rights relating to the Cloud Products, 
Services and Documentation that StorageCraft grants to User under this Agreement shall terminate and revert exclusively to StorageCraft 
without further notice, free and clear of any claims by User. User shall have no further right, interest, or other claim relating to the Cloud 
Products, Services or Documentation and User shall immediately terminate the use of the Cloud Products and Services. In the event of a 
Termination for Cause, there shall be no refund or reimbursement for any amounts User has paid. UPON THE TERMINATION OF THIS 
AGREEMENT OR THE SERVICES, ALL OF THE DATA WILL BE DELETED SUCH THAT IT CANNOT BE RETRIEVED OR RECOVERED. 

E. Covenants that Survive Termination.  The provisions of this Agreement relating to payment of any fees or other 
amounts owed, confidentiality, limitation on warranties, limitation of liability, indemnity, audit rights, dispute resolution, controlling law, 
and other provisions that by their nature survive termination, shall survive any termination or expiration of this Agreement, including 
without limitation the following:  Sections 1, 6-8, 12, 16-29, and 32-40. 

17. Claims Limitations.  Any claim, action, or proceeding alleging breach of warranty, tort, negligence, misrepresentation, strict or 
product liability, or overpayment of any amounts due or paid under this Agreement (collectively the “Limited Claims”) must be filed with a 
competent court or body within one (1) year of the termination or expiration of this Agreement, unless a shorter time period is otherwise 
specified in this Agreement. Any Limited Claims that are not brought within the foregoing time period shall be forever barred, without 
regard to any other limitations period set forth by law or statute. 

18. Confidentiality.  Certain business and technical information that StorageCraft provides to User, including StorageCraft’s pricing 
and price schedules, constitutes confidential and proprietary information (the “Confidential Information”). Protection of Confidential 
Information is essential to this Agreement and a condition to StorageCraft entering into this Agreement. Confidential Information shall be 
maintained in confidence and User must use at least the same level of care it would use for its own confidential information of like type, 
but no less than reasonable care. Confidential Information shall not be disclosed to any third party, except: (a) as strictly necessary for 
User’s business accounting, tax preparation, or tax reporting purposes; (b) if required by court order, provided that StorageCraft has no less 
than thirty (30) days’ prior written notice of the request for Confidential Information (e.g., the subpoena, production request, 
interrogatory, or deposition notice); (c) with the prior written permission of StorageCraft; and/or (d) as otherwise permitted in this 
Agreement. User shall not disclose or provide copies of this Agreement to third parties except as permitted by this Agreement. 
Notwithstanding anything in this Agreement to the contrary, in the event of a termination or suspension, User agrees that StorageCraft 
may communicate with Customers or other third parties for the purpose of avoiding a disruption in their services and making them aware 
of a change in the Parties’ relationship.   

19. Assignment.  StorageCraft may assign this Agreement and take all steps necessary to effectuate or complete such assignment, 
including transfer Backup Data, Account Data, Support Data, and/or Relationship Data, and other information in a manner consistent with 
law and the terms of this Agreement. In the event StorageCraft assigns this Agreement, it will notify User. User may not assign this 
Agreement, either voluntarily or by operation of law, or otherwise transfer its rights and obligations under this Agreement except with the 
prior written consent of StorageCraft, which consent will not be unreasonably withheld, and any attempted assignment, delegation or 
transfer without such consent shall be void. For the purposes of this provision, a change of control associated with User shall be deemed an 
assignment, regardless of whether such change of control would otherwise be deemed a transfer or assignment under applicable law. A 
change of control includes a transaction in which User becomes a subsidiary to another entity or the sale, exchange, or other disposition of 
fifty percent (50%) or more of User’s outstanding voting equity securities to a single person or group of persons under common control. A 
change in control of StorageCraft, however, shall not be deemed an assignment. This Agreement shall bind and inure to the benefit of the 
Parties’ successors and permitted assigns. 

20. Limitation on Warranties.  EXCEPT AS EXPRESSLY STATED IN THIS AGREEMENT, THE CLOUD PRODUCTS AND SERVICES ARE 
PROVIDED AND LICENSED “AS IS”, “WHERE IS”, “AS AVAILABLE”, AND WITH ALL FAULTS. USER AGREES THAT ITS USE OF THE CLOUD 
PRODUCTS OR SERVICES IS AT ITS OWN RISK. THERE ARE NO WARRANTIES, REPRESENTATIONS, OR CONDITIONS, EXPRESS OR IMPLIED, 
WRITTEN OR ORAL, ARISING BY STATUTE, OPERATION OF LAW, OR OTHERWISE, REGARDING THE CLOUD PRODUCTS, THE SERVICES OR ANY 
STORAGECRAFT PRODUCT OR SERVICE PROVIDED UNDER THIS AGREEMENT OR IN CONNECTION WITH IT. TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, STORAGECRAFT DISCLAIMS ALL WARRANTIES AND CONDITIONS, WHETHER EXPRESS, IMPLIED, OR 
STATUTORY, INCLUDING WITHOUT LIMITATION ANY (IF ANY) WARRANTIES OR CONDITIONS OF, OR RELATED TO: MERCHANTABILITY, 
DURABILITY, FITNESS FOR A PARTICULAR PURPOSE, LACK OF VIRUSES, NONINFRINGEMENT, SERVICE UP-TIME, SERVICE DOWN-TIME, 
ACCURACY OR COMPLETENESS OF RESPONSES, WORKMANLIKE EFFORT, AND LACK OF NEGLIGENCE. STORAGECRAFT MAKES NO 
WARRANTY THAT THE CLOUD PRODUCTS OR SERVICES WILL MEET USER’S REQUIREMENTS; THAT USER’S USE OF THE CLOUD PRODUCTS OR 
SERVICES WILL BE TIMELY, UNINTERRUPTED, ERROR-FREE, OR SECURE; OR THAT ANY DEFECTS OR ERRORS IN THE CLOUD PRODUCTS OR 
SERVICES WILL BE CORRECTED. USER UNDERSTANDS THAT THE CLOUD PRODUCTS AND SERVICES INVOLVE THE TRANSFER OF DATA OVER 
THE INTERNET, THAT STORAGECRAFT DOES NOT OPERATE OR CONTROL THE INTERNET, AND THAT THE DATA MAY BE SUBJECT TO 
MALWARE AND COMPUTER CONTAMINANTS SUCH AS VIRUSES, WORMS, AND TROJAN HORSES, AS WELL AS ATTEMPTS BY 
UNAUTHORIZED PERSONS, SUCH AS HACKERS, TO ACCESS, MISAPPROPRIATE OR DAMAGE THE DATA. USER UNDERSTANDS THAT 
STORAGECRAFT IS NOT RESPONSIBLE FOR SUCH ACTIVITIES. NO AGREEMENTS VARYING OR EXTENDING THE FOREGOING WARRANTIES OR 
LIMITATIONS WILL BE BINDING UNLESS IN WRITING AND ACCEPTED BY STORAGECRAFT. USER ALSO UNDERSTANDS AND AGREES THAT THE 
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CLOUD PRODUCTS AND SERVICES CONTAIN TECHNOLOGY THAT IS NOT FAULT TOLERANT AND IS NOT DESIGNED, MANGUFACTURED, 
INTENDED OR SUITABLE FOR USE IN ENVIRONMENTS OR APPLICATIONS IN WHICH THE FAILURE OF THE SERVICES COULD LEAD TO DEATH, 
PERSONAL INJURY, OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE. 

21. Limitations on Liability.  USER UNDERSTANDS AND AGREES THAT STORAGECRAFT, ITS SUPPLIERS, LICENSORS, DISTRIBUTORS, 
PARTNERS, AND AFFILIATES WILL NOT BE LIABLE TO USER, USER’S CUSTOMERS, OR TO OTHER THIRD PARTIES FOR ANY: (A) 
CONSEQUENTIAL, INDIRECT, INCIDENTAL, EXEMPLARY, OR SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION LOSS OF PROFITS, 
REVENUES OR OTHER EXPECTED BENEFIT, EVEN IF REASONABLY FORESEEABLE; (B) DAMAGES FOR LOSS OF DATA; OR (C) DAMAGES FOR 
BUSINESS INTERRUPTION. THESE LIMITATIONS APPLY EVEN IN THE EVENT OF FAULT, TORT, NEGLIGENCE, MISREPRESENTATION, OR STRICT 
OR PRODUCT LIABILITY.  STORAGECRAFT’S TOTAL CUMULATIVE LIABILITY, IF ANY LIABILITY, SHALL BE LIMITED TO USER’S DIRECT DAMAGES 
INCURRED IN REASONABLE RELIANCE UPON STORAGECRAFT UP TO AN AMOUNT NOT TO EXCEED ONE HUNDRED PERCENT (100%) OF THE 
AMOUNT USER HAS PAID TO STORAGECRAFT UNDER THIS AGREEMENT IN THE TWELVE (12) MONTHS IMMEDIATELY PRIOR TO THE 
DAMAGES ARISING. USER ASSUMES ALL RISKS ASSOCIATED WITH USE OF THE CLOUD PRODUCTS AND SERVICES AND IN PROVIDING CLOUD 
PRODUCTS AND SERVICES TO CUSTOMERS OR OTHER THIRD PARTIES. THE LIMITATIONS IMPOSED BY THIS SECTION AND THE REMEDIES 
AVAILABLE TO THE PARTIES REFLECT THE ALLOCATION OF RISK BETWEEN THE PARTIES, THEY ARE A MATERIAL FACTOR IN STORAGECRAFT’S 
AGREEMENT TO PROVIDE SERVICES TO USER, AND THEY ARE AN ESSENTIAL FACTOR IN ESTABLISHING THE PRICE OF THE CLOUD PRODUCTS 
AND SERVICES. USER RELEASES STORAGECRAFT FROM ALL LIABILITY IN EXCESS OF THE LIABILITIES THAT ARE LIMITED BY THIS SECTION, 
INCLUDING WITHOUT LIMITATION ANY CLAIM FOR INDEMNIFICATION OR CONTRIBUTION (WHETHER ARISING UNDER STATUTORY OR 
COMMON LAW), UNLESS SUCH INDEMNIFICATION OR CONTRIBUTION RIGHTS ARE EXPRESSLY GRANTED IN THIS AGREEMENT. BECAUSE 
SOME JURISDICTIONS DO NOT PERMIT THE EXCLUSION OR LIMITATION OF LIABILITY FOR CERTAIN DAMAGES, SUCH AS INCIDENTAL OR 
CONSEQUENTIAL DAMAGES, SOME OF THE STATEMENTS IN THIS SECTION MAY NOT APPLY TO USER. 

22. Indemnification.  In addition to any indemnification obligations specified elsewhere in this Agreement, User agrees to indemnify, 
defend and hold StorageCraft harmless from any and all claims, liabilities, losses, fines, penalties, damages, obligations, expenses (including 
without limitation reasonable attorneys’ and experts’ fees and costs) and costs arising in connection with any third-party claim, lawsuit, 
proceeding or other action arising out of or related to: (a) User’s actual or alleged breach of representations, covenants, warranties or 
obligations under this Agreement; and (b) User’s breach, default, or nonperformance under any agreement User may have with Customers 
or other third parties for claims associated with products or services User provides or fails to provide to such third parties, its breach of 
laws or regulations applicable to User’s performance of this Agreement or its agreements with Customers or other third parties. In the 
event of an indemnity claim, StorageCraft agrees to provide User with the sole right to conduct and control the defense of any such claims, 
actions, suits or proceedings and all negotiations for its settlement or compromise unless otherwise mutually agreed to in writing between 
the Parties, provided that User shall use counsel reasonably acceptable to StorageCraft and shall not enter into any settlement without 
StorageCraft’s  prior written consent, which may not be unreasonably withheld.   

23. Notices.  All notices required or permitted to be given or served under this Agreement shall be in writing and: (a) personally 
delivered to the Party to be notified, in which instance notice shall be deemed to have been given and received upon actual delivery; (b) 
sent by a reputable international overnight commercial courier service (such as FedEx) addressed to the Party to be notified, in which 
instance notice shall be deemed to have been given one (1) business day after deposit with such courier service for delivery; (c) sent by 
email or facsimile, in which instance notice shall be deemed to have been given and received upon actual delivery; (d) if to User, posted in 
or delivered through the Portal, in which event the notice is effective three (3) business days after StorageCraft posts the notice; or (e) 
delivered to the Party to be notified by any other means where it can be established that the Party to be notified received such notice, in 
which instance notice shall be deemed to have been given and received upon the date of receipt. The point of contact of the Parties for 
notice by any of the foregoing means shall be as follows:  If to StorageCraft: StorageCraft Technology Corp., Attn: Cloud Notices, 380 W. 
Data Drive, Suite 300, Draper, UT  84020, USA: Email to notices@storagecraft.com; with a copy to: StorageCraft Technology Corp., Attn: 
Legal, 380 W. Data Drive, Suite 300, Draper, UT 84020, USA; Email: legal@storagecraft.com. If to User, to the address, email, and/or 
facsimile User provided with User’s Account, or through the Portal. Either Party may change its contact information for notice purposes by 
giving ten (10) days’ prior written notice to the other Party in the manner described above. 

24. Governing Law, Venue, Provisional Relief.  This Agreement shall be governed and construed exclusively in accordance with the 
laws of the State of Utah, USA, without application of any choice-of-law or conflict-of-law principles, rules, or provision that would result in 
the application of the laws of any jurisdiction other than Utah, and User irrevocably submits to the personal jurisdiction of the state or 
federal courts located in Salt Lake County, Utah. Any action relating to or arising from this Agreement, including actions for provisional 
relief concerning this Agreement or the Parties’ relationship hereunder, including but not limited to a temporary restraining order, 
preliminary injunction, attachment in aid of arbitration, or order for any interim or conservatory measure, shall be brought exclusively in 
Salt Lake County, Utah. The Parties acknowledge that provisional relief may be appropriate in the event of breach or default of this 
Agreement and may be granted without the necessity of posting a bond or other security. User consents and submits to the exclusive 
jurisdiction of the state or federal courts in Salt Lake County for purposes of any action for such provisional remedy or interim or 
conservatory measure. In the event such a proceeding is initiated, User agrees to accept service of process in the manner provided for 
“notice” in this Agreement.   

25. Dispute Resolution.  At the election of either Party to this Agreement through written demand prior to the filing of a responsive 
pleading, any dispute, controversy, or claim arising out of, relating to, or in connection with the following shall be submitted for final 
resolution by arbitration: the performance of the Cloud Products, including without limitation any alleged deficiency or defect; the 
existence or breach of a contractual, statutory, or common-law warranty associated with this Agreement or the Cloud Products; the terms 
and obligations of this Agreement as they pertain to the foregoing; and the performance, termination, rescission, or alleged breach of this 
Agreement as they pertain to the foregoing (collectively, “Arbitral Dispute”). In the event arbitration is elected, both Parties expressly 
waive any right to a trial by jury for any claim constituting an Arbitral Dispute. Notwithstanding the foregoing, any claim by StorageCraft for 

mailto:notices@storagecraft.com
mailto:legal@storagecraft.com
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infringement or violation of copyright, trademark, or Intellectual Property Rights is not an Arbitral Dispute, but shall be brought before a 
court of competent jurisdiction in Salt Lake County, State of Utah, U.S.A. In the event of an Arbitral Dispute, the election to arbitrate must 
be made in writing by a Party on or before the last day to answer and/or respond to a summons and/or complaint brought by the other 
Party.  If User is a U.S. resident or maintains a place of business in the U.S., the arbitration shall be conducted by the American Arbitration 
Association (the “AAA”) in accordance with the AAA Commercial Arbitration Rules in effect at the time of the arbitration, excepting any 
rules pertaining to class arbitrations. If User is not a U.S. resident or does not maintain a place of business in the U.S., the arbitration shall 
be conducted by the International Centre for Dispute Resolution (the “ICDR”) in accordance with the ICDR International Arbitration Rules in 
effect at the time of the arbitration, excepting any rules pertaining to class arbitrations. The AAA and ICDR are referred to as “Arbitral 
Bodies”. The Commercial Arbitration Rules and International Arbitration Rules are collectively referred to as the “Rules.” Copies of the 
Rules can be obtained, free of charge, at http://www.adr.org/. The Parties shall be entitled to conduct discovery by interrogatory, request 
for production of documents, subpoena to third parties, and oral deposition. The Parties intend that any arbitration between them shall 
involve only claims between the Parties and no other, even identical, claim between a Party and a third party, or between or among third 
parties. Class arbitration shall not be permitted. 

The arbitration shall be conducted by a single arbitrator selected in accordance with the Rules, provided however that the arbitrator must 
be a former or retired state or federal court judge. In the event that an arbitrator is no longer able or willing to serve as arbitrator, the 
method of selection used to select such arbitrator shall be used to select the replacement arbitrator. Any arbitrator must be fluent in the 
English language and a licensed attorney with experience in software licensing transactions.  

The place of arbitration shall be Salt Lake County, State of Utah, U.S.A., unless the Parties agree otherwise in writing. The arbitration shall 
be conducted in the English language. Any award rendered by the arbitrator must be a reasoned award that: fully sets forth findings of fact 
from the evidence presented; applies the findings of fact to the law of the case; fully sets forth conclusions of law based upon the Parties’ 
respective legal theories; explains which legal theories were followed and why; and, if damages, costs, and/or fees are awarded, specifies 
the calculations of the types of damages, costs, and/or fees awarded as to each Party. Any award is final and binding on the Parties and 
may be challenged in a court of competent jurisdiction only upon those grounds allowed under the Utah Uniform Arbitration Act, Utah 
Code Ann. section 78B-11-101 et seq. In the absence of challenge, judgment on the award may be entered in any court of competent 
jurisdiction. Without limiting the authority conferred on the arbitrator(s) by this Agreement and the Rules, the arbitrator(s) shall not have 
the authority to exercise equitable principles and award equitable remedies. By agreeing to arbitration, the Parties do not intend to deprive 
any court of competent jurisdiction in Salt Lake County, State of Utah, U.S.A., of its ability to hear disputes that are not Arbitral Disputes or 
to issue any form of provisional remedy, including but not limited to a temporary restraining order, preliminary injunction, attachment in 
aid of arbitration, or order for any interim or conservatory measure. A request for such provisional remedy or interim or conservatory 
measure by a Party to a court shall not be deemed a waiver of an agreement to arbitrate. 

If an action, arbitration, or proceeding is brought pertaining to any provision of this Agreement or its breach, enforcement, or 
interpretation, in addition to any damages which may be claimed, the prevailing Party shall be awarded its costs and reasonable attorneys’ 
fees incurred in connection with such action, arbitration, or proceeding. 

26. Reservation of Rights. In accordance with applicable law and applicable contractual obligations, StorageCraft reserves the right to 
cooperate with appropriate legal authorities in investigations of claims of illegal activity involving the Cloud Products. StorageCraft or its 
agents may use technical means to monitor activity into, and out of, its network facilities to prevent the introduction of viruses, malware, 
or other hostile code, to prevent intrusions, and otherwise to enforce the terms and conditions of this Agreement, and User agrees that 
StorageCraft is authorized to monitor its activity through StorageCraft’s networks for such purposes.  

27. Severability.  Any term or provision of this Agreement held to be illegal or unenforceable shall, if possible, be interpreted so as to 
be construed as valid, but in any event the validity or enforceability of the remainder hereof shall not be affected, provided that the general 
purposes of this Agreement are still reasonably capable of being accomplished. 

28. Law, Government Regulations and Jurisdiction, Export Restrictions.  User understands that StorageCraft is a U.S. company 
subject to U.S. law. User further understands that the Parties shall assume that U.S. export control laws apply to the Cloud Products and 
consequently prohibit or restrict: (i) transactions with certain parties, and (ii) the type and level of technologies and services that may be 
exported. These laws include without limitation, the Export Administration Act, the Arms Export Control Act, the International Economic 
Emergency Powers Act, and regulations issued pursuant to these and other applicable export laws (the “Export Laws”). User agrees to 
comply fully with all Export Laws to assure that neither the Services, nor any direct products thereof are: (1) exported, directly or indirectly, 
in violation of the Export Laws, or (2) used for any purpose prohibited by Export Laws, including, without limitation, nuclear, chemical, or 
biological weapons proliferation. None of the Services or underlying information or technology may be downloaded or otherwise exported 
or re-exported: (i) into (or to a national or resident of) Cuba, North Korea, Iran, Sudan, Syria, the Crimea region of Ukraine, or any other 
country subject to U.S. sanctions applicable to the export or re-export of goods; or (ii) to anyone on the U.S. Treasury Department’s List of 
Specially Designated Nationals and Blocked Persons List and Foreign Sanctions Evaders List, or the U.S. Commerce Department’s Denied 
Persons List, Unverified List, Entity List, or the Department of State’s Nonproliferation Sanctions list. User acknowledges that it can contact 
the U.S. Departments of Commerce and Treasury for guidance as to applicable export licensing requirements, sanctioned programs and 
other restrictions. By using the Services, User agrees to the foregoing and represents and warrants that it is not located in, under the 
control of, or a national or resident of any such country or on any such list, and that User acknowledges it is responsible to obtain any 
necessary U.S. Government authorization to ensure compliance with U.S. law. 

29. Compliance with Intellectual Property Obligations.  User acknowledges that the Cloud Products and Services include features 
and functionality that backs up, replicates, and/or transfers electronic data and that these processes require the copying of such data, 
which may include digital files, software programs, and other data that may be protected by third-party intellectual property rights, such as 
copyrights. The laws and regulations governing the use and copying of such data vary by jurisdiction. User understands and agrees that 

http://www.adr.org/
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StorageCraft has no knowledge concerning the data contained in the Backup Data that is created, replicated, or transferred through use of 
the Cloud Products or Services. Therefore, StorageCraft has no knowledge of the third-party intellectual property rights applicable to the 
data contained within the Backup Data. User also understands and agrees that this Agreement does not grant User authority or license to 
copy or transfer any data contained in the Backup Data created by User. User represents and warrants that its use of Cloud Products and 
Services does not violate applicable international, national, state, regional or local laws or regulations governing the backup, copying, or 
transfer of the data contained in Backup Data, and User further agrees to indemnify and hold StorageCraft harmless against costs, 
expenses, and liabilities arising from any claim that its use of the Cloud Products to backup, copy, or transfer data violates third-party 
intellectual property rights. 

30. United States Government Restricted Rights.  All Cloud Products and Documentation are commercial in nature. The Cloud 
Products and Documentation are “Commercial Items”, as that term is defined in 48 C.F.R. § 2.101, consisting of “Commercial Computer 
Software” and “Commercial Computer Software Documentation”, as such terms are defined in 48 C.F.R. § 252.227-7014(a)(1), (4)-(5), and 
used in 48 C.F.R. § 12.212 and 48 C.F.R. § 227.7202, as applicable. Consistent with 48 C.F.R. §§ 12.212, 252.227-7015, 227.7202-1-4, and 
52.227-14, and other relevant sections of the Code of Federal Regulations, as applicable, StorageCraft’s Cloud Products and Documentation 
are licensed to United States Government users (a) only as Commercial Items, and (b) with only those rights that are granted to all other 
Users of the Cloud Products, according to the terms and conditions contained in this Agreement. 

31. Foreign Corrupt Practices Act (FCPA).  User warrants and represents that neither it nor any of its officers, directors, employees, 
agents or other representatives have performed or will perform any of the following acts in connection with this Agreement, any sale made 
or to be made hereunder, or any compensation paid or to be paid hereunder: pay, offer or promise to pay, or authorize the payment of, 
any money, or give or promise to give, or authorize the giving of, any services or anything else of value, either directly or through a third 
party, to any official or employee of any governmental authority or instrumentality, or of a public international organization, or of any 
agency or subdivision thereof, or to any political party or official thereof or to any candidate for political office for the purpose of (i) 
influencing any act or decision of that person in his official capacity, including a decision to fail to perform his official functions with such 
governmental agency or instrumentality or such public international organization or such political party, (ii) inducing such person to use his 
influence with such governmental agency or instrumentality or such public international organization or such political party to affect or 
influence any act or decision thereof, or (iii) securing any improper advantage. 

32. Waiver.  The failure to exercise or delay in exercising a right or remedy provided to a Party under this Agreement shall not 
constitute a waiver of that right or remedy, and a Party’s waiver of any of the terms or conditions of this Agreement in one or more 
instances shall not be deemed or construed to be a general waiver of such terms or conditions or a waiver of any subsequent breach. 

33. Construction.  This Agreement is the result of arms’ length negotiations between User and StorageCraft. Neither Party shall be 
entitled to have this Agreement construed against the other Party based solely on which Party drafted the Agreement. 

34. Parties’ Relationship. The relationship between the Parties is that of independent third parties. Neither Party will have, nor 
represent that it has, any power, right or authority to bind the other Party, or to assume or create any obligation or responsibility, express 
or implied, on behalf of the other Party or in the other Party’s name, except as herein expressly provided. Nothing stated in this Agreement 
shall be construed to suggest that the Parties are joint venturers or affiliates, or have the relationship of employer/employee, 
franchiser/franchisee, or principal/agent. 

35. Headings.  The headings used in this Agreement are for convenience or reference only and shall not modify, expand, limit, or 
describe the scope or intent of this Agreement or in any other way affect the terms or conditions of this Agreement or the construction or 
interpretation of any provision. 

36. Third-Party Beneficiary.  Except as otherwise expressly stated in this Agreement, nothing in this Agreement is intended or shall 
be construed to confer upon any person or entity other than the Parties (and their successors or assigns) any rights or remedies under or by 
reason of this Agreement. User’s Customers, if any, are not third-party beneficiaries.   

37. Force Majeure.  Except for obligations related to the payment of money, neither Party shall be responsible for any delay or failure 
in performance of any part of this Agreement, including without limitation the provision of Services and access to the Backup Data, to the 
extent that such delay or failure is caused by fire, flood, explosion, war, terrorism, embargo, government requirement, civil, or military 
authority, act of God, act or omission of carriers, or other similar causes beyond its control, provided however that the Party suffering such 
delay provide prompt notice to the other Party of the delay as soon as commercially practicable. If any such event of force majeure occurs 
and such event continues for thirty (30) consecutive days or more, the Party affected by the other’s delay or inability to perform may elect 
to terminate this Agreement.   

38. Electronic Communications.  User acknowledges and agrees that StorageCraft may communicate with it regarding the Account or 
the Cloud Products via notices in the Portal, email or other electronic communications. User consents to these communications and others 
regarding the latest StorageCraft developments, including new product releases, upgrades, special offers and other information that 
StorageCraft believes may be relevant to User or its Account.     

39. Electronic Transaction.  User agrees that this Agreement may be formed, executed, and/or delivered by electronic means, 
including the use of electronic signatures and/or electronic agents in accordance with the Utah Uniform Electronic Transactions Act, Utah 
Code Ann. § 46-4-101 et seq.  

40. Entire Agreement, Changes to the Agreement.  This Agreement sets forth the entire agreement between the Parties with respect 
to its subject matter and it supersedes all prior proposals, agreements, term sheets, marketing documents, white papers, and 
representations between User and StorageCraft concerning its subject matter, whether written or oral. User understands and agrees that 
StorageCraft, in its sole discretion, may modify or amend this Agreement at any time and that each such modification will be effective upon 
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(a) User’s acceptance of the modified Agreement through the Portal or otherwise or (b) User’s use of the Services or a Cloud Product 
following the posting of the modified Agreement in the Portal or other presentment of the Agreement to User. Any material changes to the 
Agreement will only apply prospectively to User and its continued use of the Services or a Cloud Product following the modification or 
amendment constitutes User’s agreement and consent to be bound by those modified terms. As a condition of User’s continued use of the 
Services, a Cloud Product, and the Portal, StorageCraft may require User to more formally accept any changes or modifications to this 
Agreement. In the event StorageCraft does so, User’s failure or refusal to accept such modifications or amendments may result in its 
inability to access the Portal and/or Standard Support, termination of this Agreement and the Services, and/or deletion of Backup Data. 
User agrees to stay informed of any changes to this Agreement by reviewing the most current version of the Agreement in the Portal or on 
the StorageCraft website.       

IN WITNESS WHEREOF, the Parties hereto have caused this Agreement to be signed, sealed and agreed by duly authorized officers or 
representatives as of the Effective Date. 

Version: 10.03.16  
© 2013-2016 StorageCraft Technology Corporation.  All rights reserved. 

  



 

 

SCHEDULE A 
to Cloud Product Agreement 

Minimum Customer Terms 

TERMS AND CONDITIONS REGARDING USE OF STORAGECRAFT CLOUD PRODUCTS.  StorageCraft Cloud Services, StorageCraft Cloud to Cloud, and StorageCraft 
File Based Backup are off-premises backup solutions offered by StorageCraft Technology Corporation (“StorageCraft”). They are collectively referred to as the 
“Cloud Products” and individually as a “Cloud Product.” The following terms and conditions (the “Terms and Conditions”) apply to your use of the Cloud 
Products, including the management or storage of data by, through or with the Cloud Products: 

1. LIMITATIONS ON USE OF THE CLOUD PRODUCTS.   The owner or custodian of any data managed or stored through use of a Cloud Product (“you” or “your”) 
may not: (a) reverse engineer, disassemble, modify, decompile, recompile or create derivative works of the Cloud Product or its associated software, either 
directly or indirectly; (b) rent, timeshare, loan, lease, assign, sublicense, or otherwise transfer a Cloud Product, or permit any third party to access the 
functionality of a Cloud Product; (c) use a Cloud Product to infringe any person’s or entity’s intellectual property rights, engage in any criminal act or act in 
furtherance of a criminal act, or transmit or store any material that is illegal or that contains viruses, malware, or other harmful or malicious computer code; 
or (d) use or manipulate a Cloud Product or any component thereof in a manner not expressly permitted by StorageCraft. 

2. LOSS OR DESTRUCTION OF DATA.  StorageCraft may terminate access to a Cloud Product in the event of nonpayment of fees and charges that are due and 
owing, for breach of an agreement with StorageCraft, for infringement of StorageCraft intellectual property rights, and/or for breach or violation of these 
Terms and Conditions. IN THAT EVENT, ALL BACKUP DATA STORED OR MANAGED WITH OR THROUGH THE CLOUD PRODUCT WILL BE DELETED AND 
CANNOT BE RECOVERED.   

3. SERVICE SUPPORT.  StorageCraft’s technical and other support obligations are limited to those specified in the StorageCraft Cloud Product Agreement. 

4. LIMITATION ON WARRANTIES AND LIABILITIES.  THE CLOUD PRODUCTS ARE PROVIDED AND LICENSED “AS IS”, “WHERE IS”, “AS AVAILABLE”, AND WITH ALL 
FAULTS. ANY USE OF THE CLOUD PRODUCTS IS AT YOUR SOLE RISK. THERE ARE NO WARRANTIES, REPRESENTATIONS, OR CONDITIONS, EXPRESS OR 
IMPLIED, WRITTEN OR ORAL, ARISING BY STATUTE, OPERATION OF LAW, OR OTHERWISE, REGARDING THE CLOUD PRODUCTS. TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, STORAGECRAFT DISCLAIMS ALL WARRANTIES AND CONDITIONS, WHETHER EXPRESS, IMPLIED, OR STATUTORY, 
INCLUDING WITHOUT LIMITATION ANY (IF ANY) WARRANTIES OR CONDITIONS OF, OR RELATED TO: MERCHANTABILITY, DURABILITY, FITNESS FOR A 
PARTICULAR PURPOSE, LACK OF VIRUSES, NONINFRINGEMENT, WORKMANLIKE EFFORT, AND LACK OF NEGLIGENCE. STORAGECRAFT MAKES NO 
WARRANTY THAT THE CLOUD PRODUCTS WILL MEET YOUR REQUIREMENTS; THAT USE OF THE CLOUD PRODUCTS WILL BE TIMELY, UNINTERRUPTED, 
ERROR-FREE, OR SECURE; OR THAT ANY DEFECTS OR ERRORS IN THE CLOUD PRODUCTS WILL BE CORRECTED. STORAGECRAFT IS NOT LIABLE OR 
RESPONSIBLE FOR THE CONDUCT OF THE PERSON OR ENTITY PROVIDING MANAGED SERVICES TO YOU, INCLUDING WITHOUT LIMITATION LOSS OF ACCESS 
TO THE CLOUD PRODUCTS OR LOSS OF THE DATA. USE OF THE CLOUD PRODUCTS INVOLVES THE TRANSFER OF DATA OVER THE INTERNET, STORAGECRAFT 
DOES NOT OPERATE OR CONTROL THE INTERNET, AND THE DATA MAY BE SUBJECT TO MALWARE AND COMPUTER CONTAMINANTS SUCH AS VIRUSES, 
WORMS, AND TROJAN HORSES, AS WELL AS ATTEMPTS BY UNAUTHORIZED PERSONS, SUCH AS HACKERS, TO ACCESS OR DAMAGE THE DATA. 
STORAGECRAFT IS NOT RESPONSIBLE FOR SUCH ACTIVITIES. THE CLOUD PRODUCTS CONTAIN TECHNOLOGY THAT IS NOT FAULT TOLERANT AND IS NOT 
DESIGNED, MANUFACTURED, OR INTENDED FOR USE IN ENVIRONMENTS OR APPLICATIONS IN WHICH THE FAILURE OF THE CLOUD PRODUCTS COULD LEAD 
TO DEATH, PERSONAL INJURY, OR SEVERE PHYSICAL, PROPERTY OR ENVIRONMENTAL DAMAGE. STORAGECRAFT, ITS SUPPLIERS, LICENSORS, AND 
AFFILIATES ARE NOT LIABLE FOR ANY: (A) CONSEQUENTIAL, INDIRECT, INCIDENTAL, EXEMPLARY, OR SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION 
DAMAGES FOR LOSS OF PROFITS OR REVENUES; (B) DAMAGES FOR LOSS OF DATA; OR (C) BUSINESS INTERRUPTION. THESE LIMITATIONS APPLY EVEN IN 
THE EVENT OF STORAGECRAFT’S FAULT, TORT, NEGLIGENCE, MISREPRESENTATION, OR STRICT OR PRODUCT LIABILITY. BECAUSE SOME JURISDICTIONS DO 
NOT PERMIT THE EXCLUSION OR LIMITATION OF LIABILITY FOR CERTAIN DAMAGES, SUCH AS INCIDENTAL OR CONSEQUENTIAL DAMAGES, SOME OF THE 
STATEMENTS IN THIS SECTION MAY NOT APPLY. 

5. U.S. JURISDICTION, EXPORT LAWS.  STORAGECRAFT IS A U.S. COMPANY SUBJECT TO U.S. LAW. IF YOU ARE OUTSIDE THE UNITED STATES, YOU UNDERSTAND 
AND AGREE THAT CERTAIN IDENTIFYING INFORMATION ABOUT YOU, INCLUDING PERSONAL DATA, MAY BE PROVIDED TO STORAGECRAFT AND RETAINED 
IN THE UNITED STATES FOR PURPOSES OF BILLING, REPORTING, DELIVERY OF MAINTENANCE AND SUPPORT, AND GENERAL ACCOUNT ADMINISTRATION 
ASSOCIATED WITH THE CLOUD PRODUCTS. THE FOREGOING INFORMATION OR DATA MAY BE SUBJECT TO ACCESS BY UNITED STATES LEGAL AUTHORITIES. 
FOR QUESTIONS ABOUT HOW STORAGECRAFT HANDLES YOUR INFORMATION, PLEASE CONSULT THE STORAGECRAFT PRIVACY POLICY. StorageCraft, its 
employees and its agents are subject to U.S. export control laws that prohibit or restrict: (i) transactions with certain parties, and (ii) the type and level of 
technologies and services that may be exported. These laws include without limitation, the Export Administration Act, the Arms Export Control Act, the 
International Economic Emergency Powers Act, and regulations issued pursuant to these and other applicable export laws (the “Export Laws”). You agree to 
fully comply with all Export Laws to assure that neither the Services, nor any direct products thereof are: (1) exported, directly or indirectly, in violation of 
the Export Laws, or (2) used for any purpose prohibited by Export Laws, including, without limitation, nuclear, chemical, or biological weapons proliferation. 
None of the Services or underlying information or technology may be downloaded or otherwise exported or re-exported: (i) into (or to a national or resident 
of) Cuba, North Korea, Iran, Sudan, Syria, the Crimea region of Ukraine or any other country subject to U.S. sanctions applicable to the export or re-export of 
goods; or (ii) to anyone on the U.S. Treasury Department’s List of Specially Designated Nationals and Blocked Persons List and Foreign Sanctions Evaders 
List, or the U.S. Commerce Department’s Denied Persons List, Unverified List, Entity List, or the Department of State’s Nonproliferation Sanctions list. You 
acknowledge that you can contact the U.S. Departments of Commerce and Treasury for guidance as to applicable export licensing requirements, sanctioned 
programs and other restrictions. By using the Services, you agree to the foregoing and represent and warrant that you are not located in, under the control 
of, or a national or resident of any such country or on any such list, and that you acknowledge you are responsible to obtain any necessary U.S. Government 
authorization to ensure compliance with U.S. law. 

6. ELECTRONIC COMMUNICATIONS.  You acknowledge and agree that StorageCraft may use the information it has about you to communicate with you 
regarding the Cloud Products, and that it may do so by email or other electronic communications. You consent to these communications and others 
regarding the latest StorageCraft developments, including new product releases, upgrades, special offers and other information that StorageCraft believes 
may be relevant to you or your use of the Cloud Products. 



 

 

SCHEDULE B 
to Cloud Product Agreement 

STORAGECRAFT CLOUD TO CLOUD 

The following terms apply to use of StorageCraft Cloud to Cloud: 

1. Definitions. The following definitions apply only in interpreting, construing, performing, and enforcing this Schedule and supplement 
the definitions set forth in the Cloud Product Agreement: 

A. “Application License” means a single license to use a Hosted Application, which license is held by a User or Customer. 

B. “Hosted Application” means a third-party SaaS solution containing Backup Data that User uses with Cloud to Cloud. 

C. “Included Cloud Storage” means the amount of Cloud Storage included in the Service Fees charged for each Application 
License User uses with Cloud to Cloud. 

D. “Pooled Cloud Storage” is determined by (i) taking the average amount of Cloud Storage in use during the Month for each 
of User’s Hosted Applications, then (ii) summing these averages to arrive at the Pooled Cloud Storage for that Month.    

E. “Pooled Included Cloud Storage” is the product of the average number of Application Licenses used by a User in a given 
month multiplied by the Included Cloud Storage associated with those Application Licenses.  

2. Service Fees for Cloud to Cloud 

A. Calculation of Service Fees.  Service Fees begin to accrue after the first full calendar Month following User’s acceptance of 
this Agreement for purposes of permitting User to use Cloud to Cloud. User’s Cloud to Cloud Service Fees are determined and charged as 
follows: Each day, StorageCraft determines the number of Application Licenses in use on that day and the amount of Cloud Storage used for 
each Hosted Application. At the end of the Month, StorageCraft calculates the average number of Application Licenses in use during the Month 
and bills User for that number of Application Licenses that Month. StorageCraft also compares the Pooled Cloud Storage to the Pooled Included 
Cloud Storage. In the event the Pooled Cloud Storage exceeds the Pooled Included Cloud Storage, an additional per gigabyte Service Fee is 
charged to User in accordance with the Pricing Calculator. For example, in January, a User has ten (10) Office 365 Application Licenses and five 
(5) Google Apps for Work Application Licenses and each such Application License has Included Cloud Storage of 30 GB per Application License. 
This constitutes 450 GB of Pooled Included Cloud Storage. If, at the end of January, the Pooled Cloud Storage is 500 GB, the Pooled Cloud 
Storage exceeds the Pooled Included Cloud Storage by 50 GB and therefore the User is billed additional Service Fees for those additional 50 GBs 
in accordance with the Pricing Calculator. 

B. Final Statement.  If the Cloud to Cloud Product has become billable to User and this Agreement terminates on a day other 
than the last day of a calendar month, Service Fees for that final month are due and owing on a pro-rated basis for the portion of the month in 
which User used the Product. 



 

 

SCHEDULE C 
to Cloud Product Agreement 

STORAGECRAFT CLOUD SERVICES 

The following terms apply to use of StorageCraft Cloud Services: 

1. Definitions. The following definitions apply in interpreting, construing, performing, and enforcing this Schedule and supplement the 
definitions set forth in the Cloud Product Agreement: 

A. “BMR Drive” means physical storage media containing Backup Data, which is shipped to User and used to restore the 
Backup Data to a physical or virtual machine.   

B. “BMR Test Drive” means physical storage media that is shipped to User that enables User to test certain functionality of the 
Cloud Services’ restore capabilities. 

C. “Cloud Failover” or “Virtualization” or “Virtualizing” mean creating a virtual machine at a Datacenter from a 
ShadowProtect Backup Image. For purposes of this Agreement, Cloud Failover begins when User selects the command in the Portal to begin 
Virtualization and continues until the User selects the command in the Portal to terminate Virtualization.  

D. “Drive” means a Seed Drive, BMR Drive, or BMR Test Drive, or any combination of the foregoing. 

E. “File and Folder Restore” means the ability to use Cloud Services with a ShadowProtect Backup Image at a Datacenter to 
access individual files or folders within the ShadowProtect Backup Image and download those files and/or folders. 

F. “Mirroring” means the replication of ShadowProtect Backup Images from a Primary Datacenter to a Secondary Datacenter 
over a secure Internet connection between the Datacenters. Due to variances in the size of Backup Images and the volume of data transferring 
between the Primary Datacenter and the Secondary Datacenter at any given time, there is a lag between the copy located at the Secondary 
Datacenter and the Backup Image at the Primary Datacenter. A “Primary Datacenter” means the site to which a Backup Image is initially 
replicated from a Source Location, while a “Secondary Datacenter” means a site in a different geographic location to which that Backup Image 
is copied. 

G. “Physical Restore” means shipping of a BMR Drive containing Backup Data, which Drive User can use to restore the Backup 
Data to a physical or virtual machine. 

H. “Recovery Point” means a ShadowProtect Backup Image duplicating a Machine’s Volume(s) at a particular point in time. A 
“Daily Recovery Point” is the first Backup Image received by StorageCraft for a particular day. A “Weekly Recovery Point” is the first Backup 
Image received by StorageCraft for a particular Week.  A “Monthly Recovery Point” is the first Backup Image received by StorageCraft for a 
particular Month. The number and type of Recovery Points available vary according to the Retention Tier selected for that Machine. In the 
event that User is not creating Backup Images on a schedule consistent with User’s selected Retention Tier, certain Recovery Points will be 
unavailable as they would be identical to an existing Recovery Point. For example, if User has selected a Retention Tier with three (3) Daily 
Recovery Points and User’s backup schedule does not send Backup Images on Saturday or Sunday, then available Recovery Points on Monday 
would only include the Recovery Point created on Friday because no Backup Images were sent on Saturday and Sunday.  

I. “Retention Tiers” mean the different plans described in the Portal, which differ from each other based on the Backup Image 
retention settings for Recovery Points of a particular Machine.  Only one Retention Tier may be selected for a particular Machine.   

J. “Seed Drive” means physical storage media shipped from User to StorageCraft onto which has been copied a 
ShadowProtect Backup Image for use in the Cloud Services. User authorizes StorageCraft to copy ShadowProtect Backup Images contained on 
Seed Drives to Cloud Services hardware for purposes of delivering Cloud Services to User.    

K. "Seeding" means the initial replication of a ShadowProtect Backup Image from a Machine to a Datacenter, either over a 
secure Internet connection or from a Seed Drive. 

L. “ShadowProtect Backup Image” or “Backup Image” means an image file created or managed on a Machine by StorageCraft 
Software or Cloud Services, together with associated data. 

M. “Volume” means an accessible storage area, such as computer hard disk, either physical or virtual, which is associated with 
a Machine. 

2. Service Models.  StorageCraft offers the Cloud Services under two different Service Models, the “MSP Service Model,” which is for 
use by MSPs, and the “End User Service Model,” which is for use by end users and value-added resellers of StorageCraft’s perpetually-licensed 
Software products.  

3. Drives.   User is responsible for and agrees to pay all fees associated with its receipt, shipment, and use of Drives. In the event of loss 
of or damage to a Drive or its associated equipment, which includes the Drive shipping container, USB cable, and/or power cable (collectively 
the “Drive Accessories”), User is solely responsible for such loss or damage, whether it occurs in transit, while in User’s custody, or due to its 
failure to return the Drive or Drive Accessories. Such fees and costs, including replacement costs, shall be assessed thirty (30) days following 
User’s receipt of such items from StorageCraft. User also understands and agrees that it must: (i) ship a Seed Drive to StorageCraft no later than 
three (3) business days following the placement of a Backup Image on the Seed Drive by StorageCraft’s ImageManager software, and (ii) enable 



 

 

the cloud replication feature of StorageCraft’s ImageManager software at the time User ships the Seed Drive to StorageCraft. User understands 
and agrees that its failure to comply with the requirements of (i) and/or (ii) may result in, at StorageCraft’s sole discretion and without prior 
notice to User, the deletion of all Backup Data on the Seed Drive and all Backup Data in the Datacenter which is associated with the Machine 
that created the Backup Image contained on the Seed Drive.     

4. Daily Backup Charges.  Once Seeding is complete, if User replicates to the Datacenter more than one Backup Image per day per 
Volume, StorageCraft may charge User an additional per-Machine fee, which is identified in the Pricing Calculator. The fee is determined by 
averaging the number of replicated Backups over the course of the Month.     

5. Dynamic Public IP Addresses and Reserved Public IP Addresses.  Cloud Failover requires assignment of a public IP address and some 
associated delay due to DNS changes. For an additional fee, User may reserve one or more dedicated public IP addresses for Cloud Failover, 
which may reduce delay associated with DNS changes. Dedicated public IP addresses are subject to availability. 

6. Cloud Failover. User may use Cloud Failover with a particular Machine for no more than a total of thirty (30) days in a calendar year 
(the “30-Day Limit”). Any use of Cloud Failover during a day constitutes a full day’s usage. For each hour of Cloud Failover in excess of the 30-
Day Limit, StorageCraft will assess additional per-hour Service Fees to User as set forth in the Pricing Calculator. In the event User exceeds the 
30-Day Limit, StorageCraft may at any time, destroy the virtual machine, resulting in the loss of all associated Backup Data. Any virtual machine 
which User has failed to appropriately identify in the Portal as a “Real Failover” machine will be stopped after passage of seven (7) days and will 
be destroyed after passage of an additional seven (7) days. It is User’s obligation to understand and comply with all third-party licensing 
obligations associated with its use of a virtual machine during Cloud Failover, including licensing for the operating system and any applications 
used by User. User should ensure that it takes appropriate security measures with any virtual machine it deploys as part of Cloud Failover, 
including treating that machine as if it is deployed in a DMZ or public-facing network zone, securing all file shares and open ports, and 
protecting the virtual machine with appropriate password and login credentials.   

7. Image Chains.  Image chains are a series of ShadowProtect Backup Images of a Machine. In the event an image chain is broken, 
StorageCraft will be unable to apply new Backup Images in the image chain. In that event, StorageCraft will endeavor to provide notice to User 
concerning the broken image chain and the means of rectifying the issue. User understands and agrees, however, that StorageCraft, in its sole 
discretion, may delete those Backup Images in the image chain which cannot be applied and suspend User’s ability to upload new Backup 
Images for the broken image chain. 

8. Pricing Models. Unless User previously selected Original Pricing as set forth below, the following Cloud Services pricing will apply 
("Retention Tier Pricing"): User will be billed Service Fees by StorageCraft (or its designee) based on (i) the Retention Tier User has selected in 
the Portal for Recovery Points associated with a particular Machine, (ii) the Service Level chosen for the Machine, and (iii) the space those 
Recovery Points occupy in the Datacenter on the last day of each Month, rounded up to the nearest gigabyte. If User accepted a prior version of 
the StorageCraft Cloud Services Agreement on or before August 20, 2015, User may have elected to be billed and, accordingly, will be billed, 
pursuant to the following pricing model ("Original Pricing"): User will be billed Service Fees by StorageCraft (or its designee) for the space the 
Backup Data occupies at each Service Level in the Datacenter on the last day of each Month, rounded up to the nearest gigabyte. For example, 
if User has three ShadowProtect Backup Images at the Cloud Basic Service Level and five ShadowProtect Backup Images at the Cloud+ Service 
Level, the three Cloud Basic Backup Images are totaled, that number is rounded up to the nearest gigabyte, and that amount is billed according 
to the Pricing Calculator. Similarly, the five Cloud+ Backup Images are totaled, that number is rounded up to the nearest gigabyte, and that 
amount is billed according to the Pricing Calculator. StorageCraft's usage records are determinative for billing purposes. If, however, User 
elected Retention Tier Pricing, it is a final election and User cannot revert to Original Pricing in the future. The election to be billed according to 
Original Pricing or Retention Tier Pricing applies to User’s entire Account, all sub-accounts, and all Machines User has enrolled in Cloud Services. 
In other words, User cannot select Retention Tier Pricing for some Machines and Original Pricing for others.  

9. Cloud Credits. “Cloud Credits” are a Payment Method involving prepaid credits that are sold in specified dollar increments and which 
are used to pay Service Fees, fees associated with Drive usage, fees associated with reserved IP addresses, and other fees and charges incurred 
in using the Cloud Services under certain Service Models. Cloud Credits can be applied only to a single Account, and they expire eighteen (18) 
months from the date of purchase. StorageCraft applies purchased Cloud Credits on a “first in, first out” basis, meaning that it will apply the 
oldest Cloud Credits first. Available Cloud Credits, Cloud Services usage, and other associated information can be accessed and monitored 
through a Portal Account. Under the End User Service Model, the Service Fees, fees associated with Drive usage, fees associated with reserved 
IP addresses, and all other fees and charges incurred in using the Cloud Services are paid through the purchase of Cloud Credits.  For the End 
User Service Model, Statements will also identify User’s usage of Cloud Credits. If User’s Cloud Credits are insufficient to pay for its usage of 
Cloud Services and other amounts owing in the prior month, the Statement will prompt User to add Cloud Credits to its Account. IF, WITHIN 
TWENTY (20) DAYS OF THE STATEMENT DATE, USER FAILS TO ADD CLOUD CREDITS SUFFICIENT TO COVER THE AMOUNTS DUE, ITS ACCOUNT 
WILL BE TERMINATED, ITS BACKUP DATA WILL BE IRRETRIEVABLY DELETED, AND ITS PAYMENT METHOD, CREDIT CARD, AND/OR ALTERNATE 
PAYMENT METHOD WILL BE CHARGED FOR ALL AMOUNTS DUE AND OWING ON ITS ACCOUNT. In the event the Agreement terminates for a 
reason other than a Termination for Convenience by StorageCraft, unused Cloud Credits shall expire on the effective date of the termination. In 
the event of a Termination for Convenience by StorageCraft, User is entitled to a refund for unused Cloud Credits, provided that User requests 
such a refund in writing within fifteen (15) days of the effective date of the termination.   

10. Service Level Changes.  Within the first seven (7) days of applying a particular Service Level to a ShadowProtect Backup Image, User 
may change the Service Level applicable to that Backup Image, which change will be effective within one (1) business day following the request. 
Otherwise, User may change a Service Level at any time, which change becomes effective in the next billing month, but in no event sooner than 
seven (7) days following StorageCraft's receipt of User’s request to change Service Level. If User’s Service Level does not include Mirroring and 



 

 

User request a change to a Service Level that does include Mirroring, User understand and agree that the time periods specified in this Section 
refer to the commencement of the mirroring process and not completion of the process. 

11. Service Levels.  The following Service Levels are available for StorageCraft Cloud Services. A Machine that creates or manages a 
ShadowProtect Backup Image can have only one Service Level. Some Service Levels are not available outside the United States. 
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File & Folder Restore 
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Cloud Failover 
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* The Backup Data is encrypted locally by StorageCraft ShadowProtect® and then replicated over a secure connection from a Machine to the Datacenter using 
StorageCraft ImageManager™. The Backup Data resides on a distributed storage cluster of encrypted hard-drives at the Datacenter and, if Mirroring is available 
and purchased, is Mirrored (replicated) over a secure connection between a Primary and Secondary Datacenter.   

† Mirroring is only available in the United States. 

  



 

 

SCHEDULE D 
to Cloud Product Agreement 

STORAGECRAFT FILE BASED BACKUP 

The following terms apply to use of StorageCraft File Based Backup: 

1. Definitions. The following definitions apply only in interpreting, construing, performing, and enforcing this Schedule and supplement 
the definitions set forth in the Cloud Product Agreement: 

A. “Client” means one File Based Backup Client installed on a Source Location consisting of a Microsoft Windows Desktop or 
Server operating system. 

B. “Included Cloud Storage” means the amount of Cloud Storage included in the Service Fees charged for each File Based 
Backup Client a User uses with File Based Backup. 

C. “Pooled Cloud Storage” is determined by (i) taking the amount of Cloud Storage in use during the Month for each of User’s 
active Clients, then (ii) summing these amounts to arrive at the Pooled Cloud Storage for that Month.  

D. “Pooled Included Cloud Storage” is the sum of (a) the total amount of Included Cloud Storage associated with the Desktop 
Clients in use in a given Month, and the (b) total amount of Included Cloud Storage associated with the Server Clients in use that Month.  

2. Service Fees for File Based Backup.  The Service Fees charged for each Client of File Based Backup Product vary depending on 
whether the Source Location is a Windows Desktop operating system or a Windows Server operating system. Service Fees begin to accrue after 
the first full calendar Month following User’s acceptance of this Agreement associated with use of the File Based Backup Product. User’s File 
Based Backup Service Fees are determined and charged as follows: At the end of the Month, StorageCraft determines the number of User’s 
Desktop Clients in use that Month and the number of User’s Server Clients in use that Month. In the event the Pooled Cloud Storage exceeds 
the Pooled Included Cloud Storage, an additional per gigabyte Service Fee is charged to User in accordance with the Pricing Calculator. 

 


